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This background paper is one of a series 
which has been developed in connection with 
a research project directed by Professor 
Richard H. McLaren. It is directed at 
identifying specific issues within a 
designated topic. The research project 

was designed to identify the "Policy and 
Legislative Responses to Electronic Funds 


Transfer" from a provincial perspective. 
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I, STATUS OF EFT TECHNOLOGY: OVERVIEW 


It is generally agreed that the basic technology for the 
development of national and international integrated EFT systems 
exists. Rising, labor-intensive costs of processing and clearing 
ever-increasing volumes of financial transaction information by 
existing systems is causing an increased movement toward the utiliza- 
tion of this technology on an increasing scale and across a broadening 
scope of financial applications. It is also evident that the develop- 
ment of integrated EFT systems is taking the form of an evolutionary, 
rather than revolutionary process. A report on the fifth international 
Conference on Payment Systems, held in the summer of 1977, and in- 
cluding representation from Canada and 27 other countries, indicates 
that the debate over the technological feasibility of on-line real 
time banking systems has come to an end. Emphasis is now shifting 
to problems of organization, configuration, cost-effectiveness, 
security and consumer acceptance. EFT equipment and communications 
requirements must be available at a cost which renders real time, 
on-line services cost-effective within an overall technological 
configuration which ensures reliability, security, and maintenance 


of present levels of customer convenience, 


Dramatic reductions in the cost of storing and processing 
data have been afforded by the development of current generation mass 
storage devices: "A typical computer configuration costing $100,000 
in annual rental in 1975 would probably be able to perform ten times 
the work of a typical configuration which cost the same amount in 
1965,""7 The economies and efficiencies afforded the banking industry 
through utilization of electronic data processing for internal record 
keeping functions are established and have laid the foundations for 


EFT developments. 


However, capital requirements for full-scale integrated EFT 
are very high. The enormity of capital requirements is highlighted in 
a report prepared for the U.S. Federal Communications Commission. 

A computer/communications model for the U.S. to the year 1986 was 
developed with the intent of quantifying the maximum realizable im- 
pact of data communications; ‘the three services expected to -make+a 
major impact over the next decade, EFTS, Point-of-Sale Systems (POS), 
and electronic mail were included in the model. Based on current 
data, the study projected traffic flows, network costs, terminal and 
computing costs, and expected revenues for each of these services. 

Of particular interest is the following finding: "The capital 
requirements for terminals, computing hardware, and service soft- 
ware are very high. The accumulation of this capital could become 

a major constraint on implementation." To achieve a national inte- 
grated POS-EFTS network linking all banks and retail outlets by 

1986, an investment of $80 billion in terminals and other computing 
equipment alone is projected. An overall average POS processing 
cost of 5¢ per transaction is estimated, but this figure is highly 
traffic dependent and would be much higher in a low volume situation. 
The report stresses that unless costs are substantially reduced it is 
unlikely that any more than one-third of retail establishments would 
be participants in POS by 1986. While these figures are projections 
and apply to the U.S. situation, they put in perspective the vast- 
ness of EFT undertakings from an economic viewpoint, both in terms 
of capital investment requirements by financial institutions and 
retailers, and potential revenues to the computer/communications 


industry. 


As yet, the profitability of current point-of-sale and auto- 
mated teller machine ventures which have been undertaken mainly in 
the U.S., has not been established; to the contrary, many institutions 
can justify such EFT programs solely on the grounds of their drawing 
power for other services offered. Per unit costs of equipment, 
programming manhours required to build in a range of transactional 
support modules, and communications equipment costs dictate that high 


volume usage is required to make such programs cost-effective. 


The recent Quantum Science Corp. study on EFT suggests that 
national EFT in the U.S. is farther down the road than was expected 
in the early 1970's, and that cheques and credit cards will continue 


to serve as the prime modes of funds transfer for some time.° 


While these studies shed a rather conservative light on the 
short-term expectations for national EFT in the Ui blog: ituds,.clear 
from present levels of implementation that EFT technology is well en- 
trenched. Many large-scale automated clearing houses and statewide 
Electronic Funds Networks such as the Nebraska Electronic Transfer 
System which links 66% of the state's banks, have been implemented. 
The New York Clearing House Association has been operating an 
automated clearing house since 1970, The objectives of the Clearing 
House Interbank Payments System (CHIPS) are the automation of inter- 
bank transfers, elimination of paper cheques and the automated pro- 
duction of day-end balances for participating clearing banks. The 
system has now succeeded in eliminating almost all cheques in its 


interbank payment sPanetéerst° 


There have been no comparable studies undertaken on the 
status of EFT development in Canada. The Computer/Communications 
Secretariat projects that EFTS will have a major impact upon 
computer/communications by the mid 1980's, but admits that no 
statistics are available to back up such a projection. A study 
undertaken by the Communications Research Centre of the Federal 
Department of Communications during May and November of 1976 con- 
firms that there is a high level of computer/communications activity 
within the Canadian financial community. The study surveyed 74 
companies representing the "leading edge" of computer/communications 
users in Canada, Of the 74 companies, 21 were financial institutions 
with total assets of $80 billion accounting for 60% of the total 
financial assets of the Financial Post's top 50 Financial Institutions. 


While the sample was biased in favour of major users of computer/ 
communications, and results must be seen in this light, data were 


compared to other available information and proved to be consistent. 


Financial institutions in the sample spent an average of 
$8.1 million on data processing or 0.2% of pee sue The growth in 
data processing costs for financial institutions from 1975 to 1976 was 
17.8% as compared to a 15% increase over the same period for the 
other industries surveyed. Whereas personnel costs represent the 
largest expenditure category for the sample as a whole, financial 
institutions allocate the largest proportion of their data processing 
budgets to hardware and communications (44% in 1975 and 43% in 1976 
compared to overall averages of 36.4% and 37.5%); this differentia- 
tion is attributed to the fact that financial institutions are com- 
paratively high users of on-line terminals. Close to 50% (9,768) 
of all terminals reported by the total sample (19,768) are on-line 
banking terminals. Financial institutions reported that they expect 


to double the number of their terminals to 20,000 by 1980. 


Of the 9,768 on-line banking terminals reported, 39.36% 
are located in Ontario, and 38.5% are located in Quebec for a total 
of 77.86% for the two provinces. Although these figures suggest 
that on-line banking is as yet heavily concentrated geographically, 
they must be seen relative to the regional concentration of banks. 
Of the 7,276 total branches operated by the chartered banks of 
Canada 1,585 or 21.78% are located in Quebec, and 2,830 or 38.89% 
are docated inNOntario,\ fornsantotal of) 60.67%.0f ad lLabank branches.” 

The average percentage increase for expenditures on hard- 
ware and communications by the financial institutions represent in 
the survey over 1975-76 was 16.8%; given that they are established 
computer users this is a substantial increase. An average increase 


of 19.9% was projected by the financial institutions for 1976-77, 


II. DEVELOPMENT OF ON-LINE BANKING IN CANADA 


The development of automated systems to process financial 
information in Canada has to date centred on two basic areds wnGl) 
the development of in-house data processing facilities by financial 
institutions and the linking of branches to these facilities through 
on-line systems; (2) the development of mechanized methods for check 
handling. ?° On-line banking represents the first major step toward 
EFT systems in Canada, and provides the base from which future systems 


will evolve. 


The on-line, real-time mode of data processing can best be 
understood in contrast to batch processing. In a batch processing mode, 
data is accumulated and master files on a computer are updated periodic- 
ally; the frequency of update is determined according to an assessment 
of the volume of update data and the necessity to have current, up- 
to-date information, On-line, real-time systems utilize hardware and 
software that enable data to be dispatched from a terminal to a 
central processing unit and back to the terminal in the form of an 
immediate response. Files are updated as transactions occur, and the 
results of updating are transmitted back to the terminal in a respon- 
sive 'conversational' manner. In addition to this characteristic of 
responsiveness, on-line real-time applications allow data to be put 
into computer-readable form directly, at the time a transaction takes 
place. This eliminates the need for manual transcription of informa- 


tion and then subsequent entry of recorded information into the com- 


puting system. 


The majority of financial institution information is generated 
by branch activity.—-The Linking of branches’ to 'centralor*regional 
computer processing centres using on-line real-time systems provides 
banks with the means to significantly reduce branch-bank paper flow, 

In addition to improving internal efficiency on-line banking provides 


the potential for improvements in the level of customer services. 


Because most savings account transactions are immediate over- 
the-counter transactions, and therefore are not amenable to batch pro- 
cessing systems, Canadian financial institutions first utilized on-line 
systems for savings applications. During the late 1960's and early 
1970's, because of the risk and complexity of implementing such systems, 
financial institutions primarily used computer manufacturer data systems. 
Terminals located in branches were connected by telecommunication 
lines to computers in data processing centres operated by manu- 
facturers such as IBM, NCR, Burroughs and Honeywel1.7+ As the cost/ 
benefits of on-line branch systems were established, financial institu- 
tions either purchased or developed their own software and undertook 


the support of their on-line systems on an in-house basis. 


The Banque Canadienne Nationale (BCN) was the first Canadian 
chartered bank to control its on-line savings system on an in-house 
basis, and its present level of development is representative of the 


various levels of on-line banking among Canadian financial institutions. 


In 1970, BCN acquired four Burroughs TC700 terminals and 
found that these intelligent programmable terminals provided the cap- 
ability to build an on-line savings network on its own computers with 
in-house software. BCN's electronic data processing (edp) staff in co- 
operation with Burroughs, developed its own customized software which 
would support both the terminal functions and central computer pro- 


cessing functions. 


At this time, BCN has extended its on-line system to most 
of its branches. Three hundred teller terminals are connected on- 
line to Burroughs computers in BCN data processing centres in Montreal 
and, Quebec,,City., The terminals are.now used for both savings and 
demand-deposit accounting (DDA). Savings transactions such as deposit- 
withdrawals, or account inquiries are affected in a real-time mode, 
Either a query or transaction information, is transmitted to the com— 
puter on which files are maintained and response and/or account up- 
dating is effected immediately. For DDA transactions, terminals can 


be employed to capture over-the-counter withdrawals, and to query 


rie 


customer account status. In addition, information from cheques re- 
turned to the branch through the clearing system can be keyed into 
the teller terminal and transmitted to a computer holding the account 
files for subsequent debiting and crediting of customer accounts. As 
is the case with other Canadian banks, BCN's immediate priority is 
to develop a complete network allowing every branch to send or ob- 


tain information onan on-line real-time basis. 


Some smaller Canadian financial institutions are utilizing 
the data processing services of computer service bureaus for the full 
range of their data processing requirements. Since 1975, Niagara 
Credit Union has utilized the data processing services of Canada 
Systems Group in Mississauga, Ontario, and as yet operates in a batch 
mode. All transactions are entered into branch terminals and trans- 
mitted from the head office to the service bureau's host computer, 
which maintains Niagara's files. These files contain information on 
accounts | loans, RRSP, RHOSP and guaranteed deposit certificates. 

The host computer produces a printout for each branch which contains 
up-dates for all branch accounts, reflecting all deposits, loans, 


loan charges and daily interest. 


Niagara is planning a transition to Canada Systems Group's 
on-line banking service to support its growing volume of transactions. ?? 
On-line systems and emerging EFT applications in Canada are further 
described in the context of EFT systems and hardware in the following 


sections. 


III. EFT SYSTEMS, HARDWARE AND SOFTWARE 


A. Financial Computer/Communications Systems 


With the rapid evolution of computer/communications network 


applications over the last decade, computer hardware suppliers have 


S: 


undertaken the development of integrated networking systems to meet 
customer's networking requirements in a systemic fashion. These 
systems configure a range of supplier terminals, data processing, and 
communications processing equipment, within an integrated, standardized 
network design or ‘architecture'. Most major computer suppliers are 
now developing specialized communications systems for on-line real- 
time banking and point-of-sale applications. Two such systems, both 

of which are being employed by Canadian financial institutions are 


described below. 
1, IBM 3600 Finance Communication System 


The IBM 3600 Finance Communication System is a modular system 
consisting of IBM's current financial transaction terminals and com- 
munications controllers configured around a central host computer in 
the standard IBM network environment called Systems Network Architecture 
(SNA). The SNA concept is oriented to centralized storage and processing 
of information on one large host computer; in the 3600 System, the IBM 
370. issutilized, as; the;,central shost computer, , Einancial terminalis, 
either in the same location as the central host processor, or in 
geographically remote branches or other locations, transmit data to 
the» host, for processing. Groups of terminals in various. locations 
(a branch, for example), are linked by cable on unidirectional com- 
munications '‘loops'. These terminal loops are connected to a pro- 
grammable communications controller (IBM 3601 or 3602 Finance Communication 
Controller) which collects data from the terminals on a continuous 
basis. In addition to controlling data transmission from the terminals 
to the central computer, and to the terminals on,return, the controllers 
can be programmed to direct the functions of attached terminals, The 
communications controllers are connected via common carrier telecommunica- 
tony finesetotan IBM 3704 or 3705 Communications Controller which 


mediates data communications to and from the host computer. 


All files are maintained and updated in the central host. 


9, 


The communications processors have some storage capacity, however, and 
can store a limited amount of transaction data; they can also be pro- 
grammed to perform some processing and look-up functions. Controllers 
can therefore operate in an "offhost mode", i.e., not in communication 
with the host computer, without interruption in customer service. 

This allows controllers servicing various branches in the system to 

be kept in an offhost mode during peak periods, and transaction inform- 


ation to be relayed to the central files during less busy periods. 


The 3600 System is designed to allow financial institutions 
to select from IBM's range of financial terminals the devices best 
suited to both their internal record keeping and customer transaction 
requirements, and to configure a network system in a flexible manner, 
The terminals available in the 3600 System include teller operated 
terminals (IBM 3604 Keyboard Display); a self-service customer operated 
terminal (3614 Consumer Transaction Facility); a point-of-sale terminal 
(3604 Financial Services Terminal or 3608 Priniting Financial Services 
Terminal); several types of document and passbook printers which can 
be used in conjunction with the teller terminals or independently 
(3610 Document Printer, 3611 Passbook Printer, 3612 Passbook and 
Document Printer); and a stand alone printer terminal used for ad- 
ministrative rather than customer transaction purposes (3618 Administra- 


tive Line Printer). 


"Protocol' or ‘line discipline', which determines the mode 
in which data is carried over communications lines, is an integral 
part of the network architecture. IBM's System's Network Architecture 


employs a protocol known as Synchronous Data Link Control (spic).+4 


The Canada Trust Co. is presently using an older line of 


IBM terminal equipment, and over the next few years will introduce the 


10. 


3600 System in stages. Ninety-three of Canada Trust's 137 branches 
are presently on-line to the Company's central computer in London, 
Ontario, and, by 1979 it is planned’ to’ haveiall branches integrated 
into a national on-line system using the 3600 System. Seven branches 
in Vancouver, for example, will connect their twenty-one terminals to 
communications controllers in Vancouver, and communicate with the 
central computer in London over a high-speed communication line leased 
from a common carrier. Canada Trust will use the 3600 System to 
service over-the-counter customer transactions in branches, and for 
the clearing of cheques within their central files once cheques have 
been returned to branches from the clearing system. While at this 
time Canada Trust does not plan on employing either the 3614 customer 
operated terminal or the 3606 point-of-sale terminal, the 3600 System 


allows such advances in EFT to be achieved in stages. 


2) Telishare 


In contrast to the 3600 System described above, Tellshare 
is a distributed processing network developed in Canada by TRW Data 
Systems specifically for the Canadian financial community. Distributed 
processing networking is a relatively recent technology which de- 
centralizes data storage and processing throughout a network. TRW's 
rationale in developing Tellshare was described as follows: "Canada 
is an immense country and the size creates data processing problems 
for those firms in the financial community with branches from coast- 
to-coast. Among the problems are communications costs to a central 
processor and transaction turnaround times... Tellshare increases the 
teller's ability to respond more quickly in today's competitive en- 
vironment since the computer is likely to be resident at the branch 


location where the teller works," 


In the Tellshare System all branch information (customer 
data, teller transactions) is stored on a TRW/Datapoint minicomputer 
in the branch location. Datapoint teller terminals, line printers, 
and other devices are connected to the minicomputer and both teller 
access to customer account information in an inquiry/response sit- 


uation, and the updating of files when a transaction is eitected. As 


ep, 


localized and immediate. A high-speed line printer is located in 

each branch and can access branch files and produce up-to-date 
customer statements and non-passbook transaction vouchers "on demand", 
Management reports and teller logs can also be produced by each branch. 
Each node of the distributed network is autonomous and can therefore 


be customized to the requirements of the particular branch. 


In a distributed network, day-to-day branch operations are 
not vulnerable to failures on the part of a central computer, or tele- 
communication line failures. Therefore, reliability at the branch 
level is increased. Branch processors are connected to head office 
central computers, but all communications with the central computers 
can be done in batch mode once a day (transmission can be done dur- 
ing the night to save on transmission costs). Daily branch trans- 


action information is sent to head office computers in summary form. 


The Tellshare system provides for the inteconnection of 
branches; the Datapoint mincomputers can be linked to each other as 
well as to the central computer. This capability allows for efficient 
real-time inter-branch service such as the validation of customer 
accounts maintained in other branches, and inter-branch transfer of 


funds. 


Metropolitan Trust Company in Toronto has installed the 
Tellshare system, plans to have all its Toronto branches on-line by 
the end of 1977, and then to intregrate its branches across the country 
into the network. Using the Tellshare system, the company plans to 
support total inter-branch service so that customers can conduct all 
transactions at any branch in the network, whether or not an account 


is maintained at the recsliees 


NCR, a major supplier of financial computer equipment, is 


committed to the distributed networking approach. NCR recent announced 


TZ 


its Distributed Network Architecture (NCR/DNA) which is intended to 
be used with "distributed processing systems, including those pro- 
viding electronic funds transfer". NCR's first product operating 
under NCR/DNA is to be a point-of-sale terminal, and other terminals 


in its product line will be integrated into this networking concept. 


The relative merit of decentralized and centralized pro- 
eessing | forsEFT is currently the subject of debate. Factors such 
as volatile communications and hardware costs, and changing payment 
techniques make long-term planning in this regard difficult. System 
security is a vital consideration since decentralization of control 
over machine-readable customer records goes hand in hand with the 


implementation of distributed processing systems. 
B. Terminals 


The availability of a range of specialized terminals for 
the financial industry represents perhaps the most significant techno- 
logical capability which has contributed to the automation of the 
banking industry, and to evolving EFT systems. In general, terminals 
are devices which enable convenient data input/output in locations 
remote to the data processing unit. Computer hardware suppliers, 
particularly NCR, IBM, Phillips, Burroughs, Bunker Ramo and TRW, 
have developed and are continuing to refine specialized terminal pro- 
ducts to support three major components of EFT: 1. teller operated 
terminals to support on-line branch and inter-bank banking (teller 
terminals); 2. self-service teller machines which enable bank cus- 
tomers to complete financial transactions without teller assistance 
either in a branch location or other locations where potential cus- 
tomer traffic is high (Automated Teller Machines or ATM); 3. terminals 
which take the place of manual cash registers at retail establishments 
and enable the direct transfer of funds from the customer's account 


to the retailer's account (Point-of-Sale or POS terminals), 


no. 
1. Teller Terminals 


The development of intelligent terminals and minicomputers 
has had a profound effect upon the capabilities of the financial in- 
dustry to effect reliable and efficient on-line systems. Intelligent 
terminals have the ability to store data on a storage device, and to 
perform various editing and formatting functions prior to the trans- 
mission of data to the central computer, This capability not only in- 
creases efficiency in the utilization of communication links by allow- 
ing some preprocessing of data, but also reduces the dependence of 
the terminal on the central computer making on-line customer service 
more reliable. Applications such as the processing of withdrawal and 
deposit transactions were among the first to use terminals capable of 
performing simple arithmetic functions and accumulating totals, so that 
a passbook could be updated even when communication to the computer 
was not possible. Transaction information can be stored, while the 
updating of central computer files is effected in an automatic mode 


at a later time. 


The emergence of minicomputers has greatly extended terminal 
capability independent of a central computer. Minicomputers, capable 
of a high level of data processing, and available at diminishing costs, 
can be used as intelligent terminals themselves or to control a number 
of other terminals. The IBM 3604 teller terminals operate under the 
control of a minicomputer, as described earlier, on which software 
can be programmed to support a large variety of on-line functions. 
Burroughs TC700 series teller terminals are examples of intelligent 
terminals which contain their own logic and memory, and can be pro- 
grammed to perform arithmetic, checking, data formatting and data 
capture (total accumulating) functions. The Banque Canadienne 
Nationale currently has 300 Burroughs terminals in its on-line systen, 
and attributes the early development of this on-line banking system 


to the introduction of these machines. 


ae 


State-of-the-art teller terminals are highly specialized 
devices with many display and keyboard options which enable a financial 
institution to customize its terminals to its particular input and out- 
put requirements. Special function keys allow complex operations to 


be effected in a simple manner by the teller. 


Teller terminals are now being produced with magnetic strip 
readers and encoders that can take customer and account identification 
information directly from plastic banking cards. These devices can 
also be used to magnetically encode documents, such as passbooks. This 


allows subsequent direct input through strip readers. +" 


2. Automated Teller Machines (ATM) 


ATM terminals are devices which enable a full range of bank- 
ing transactions to be completed by customers on a self-serve basis; 
single function cash dispensing units are precursors of ATM. Customers 
are guided step by step through their transactions by sets of instruc- 
tions displayed on a screen. ATM's are activated by the insertion of 
a plastic card containing magnetically encoded identification in- 
formation; to enhance security on such machines an additional per- 
sonal identification number (PIN) is supplied to card holders by 
their institution, and must be keyed in by the customer. The PIN is 
checked against stored data when the transaction is relayed to the 


computer containing customer files. 


ATM's can be programmed to support a large variety of trans- 
actions. The IBM 3614 Consumer Transaction Facility, for example, can 
handle account inquiries, deposits, transfer of funds from one account 
to another, and bill payments. Cash can be dispensed for withdrawals 
on up to four types of accounts, and cheques drawn against accounts in 
other financial institutes can be cashed. Optional receipts will be 
printed. for the customer for various, transactions. +The range of trans- 
actions to be offered is, of course, determined by the financial in- 
stitution itself. 


tS. 


The development of software to support on-line ATM's such 
as the 3614 requires a high programming investment on the part of the 
institution, and it is this cost that presents an inhibiting factor 
to the growth of ATM installations. IBM's data processing service arm 
supports remote 3614 systems for financial institutions, but because 
central customer information files are located in the institution's 
own computer, data must be transmitted back and forth between the IBM 
service bureau computer and the central files, rendering on-line 


processing inefficient. 


Several chartered banks are using the 3614 on an experimental 
basis, in an on-line mode using IBM services, or in off-line modes. 
The Canadian Imperial Bank of Commerce has 87 CHUBB cash dispensers. 
installed nation-wide and operated in an off-line mode. Several 
Canadian banks are employing the Docutel Total Teller 300 series 
mainly for cash dispensing in an off-line mode. Very few Canadian 
financial institutions have as yet developed their own software to 
support on-line ATM service. The Saskatchewan Credit Union in Regina 
is a known exception and supports a number of transactions in an on- 


line mode. 


NCR Corp. recently announced a microprocessor based ATM: groups 
of these 1770 terminals can be linked to a single microcomputer which 
contains the software to run the ATM's and also links them to a central 
computer for on-line processing. The 1770 is among the first financial 
transaction equipment to utilize microprocessor technology. It is ex- 
pected that further trends in this direction will enable the production 
of equipment such as ATM's at much lower costs. Prices for the 1770's 
now range from $13,000 to $15,000, and the microcomputer unit which 
controls up to eight terminals begins at $11,170, compared with an 
average "full-function" IBM 3614 which costs from $35,000 to $37,000. 


NCR's 1770 ATM is expected to be on the market by the end of 1977.18 


Gr. 


3. Point-of-Sale Terminals (POS) 


The concept of EFT has prompted the development of terminals 
which can support the direct transfer of funds from a customer's bank 
account to a retailer's bank account, initiated at the point of pur- 
chase. POS terminals for direct funds transfer are designed to initiate 
a transaction, through the insertion of magnetically encoded cards con- 
taining customer account identifying information, and to support a 
variety of on-line transactions. The Bunker Ramo Financial Transaction 
Terminal (FTT) provides capabilities for either checkout or courtesy 
counters including on-line cheque verification, credit/debit card 
authorization, transfers to and from checking, savings and bank-card 
accounts, and payments to card accounts, utilities and licans sc The 


IBM 3606 Financial Services Terminal has similar capabilities. 


POS terminals are merely the initiating points of extremely 
complex organizational and technological systems which are largely 
in a conceptual phase. POS systems to effect direct funds transfer 
require the development of standardized debit cards, credit authoriza- 
tion schemes and a high degree of co-ordination among bankers and 
between bankers and retailers. Since retailers cannot realistically 
restrict the financial institutions with whom their customers may 
deal, point-of-sale systems require the interconnection of many com- 
puter system endpoints operated by financial institutions. This pre- 
supposes the availability of large-scale economical data communications 
networks with standardized interface procedures and complex message- 
switching systems able to route debit/credit transactions to the ap- 
propriate computer endpoint. Standardization of transaction message 
content and format is also required to enable the efficient process-— 
ing of information by the various computer systems involved in a 
point-of-sale transfer. While there are a large number of POS ter- 
minals installed in retail locations in the United States, a very 
high proportion of these terminals are used for cheque verification 
purposes only. Cheque verification is a much simpler application to 
effect since it involves access to one computer system only. In 
Canada, the Limited number ot POS terminals installed =are as yet used 
solely by large retailers, and only to capture sales data for auto- 


mated sales and inventory record-keeping, 


ree 


C. Software, Service Bureaus, Customer Information Files 


Financial institutions initially utilized the services of 
computer service bureaus to support the data processing requirements 
of their on-line systems. There is an increasing trend, particularly 
on the part of larger financial institutions to develop and support 
their systems on an in-house basis, but software development costs 
are very high. A number of financial application software packages 
are available for purchase through computer manufactures. COFIS, for 
example, a software package which supports on-line savings, is avail- 
able from IBM for the 3600 terminal system, and will be utilized by 
Canada Trust. Software for the support of new EFT equipment such as 
automated teller machines is not generally for sale, ATM's are as 
yet largely supported through equipment manufacturer service bureaus. 
As discussed earlier, many smaller financial institutions still 
utilize computer service bureaus for data processing services and 


maintain their files in these centres, 


Another potential trend which can be isolated in relation 
to software support for EFT, is the widespread use of specialized 
systems developed by service bureaus or financial institutions to 
handle particular financial applications. Approximately thirty 
financial institutions in Canada, including most of the major banks, 
are using the services of MFS Limited, a subsidiary of the Multiple 
Access Computer Group, for the administration and processing of tax 
shelter plans such as RRSP and RHOSP. MFS maintains all plan-holder. 
records for its clients, and has developed specialized processing soft- 
ware. MRS accepts and transfers contribution funds and mails cheques 
and receipts directly to plan-holders. MRS plans to implement an on- 
line system to enable its clients to enter plan-holder transaction. 


data from their own institutions directly to the MRS host Gomputer.-° 
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Given the high cost of software development, service bureaus 
can be expected to continue to play a substantial role in developing 
EFT systems. Standards for security and privacy of computerized fi- 
nancial information required of financial institutions must equally 


apply to service bureaus. 


Current data base management techniques provide a means of 
integrating a variety of data within complex Data Base Management Systems 
(DBMS). DBM techniques allow data to be stored in consolidated systems 
that can simultaneously support easy access and file modification by 


many data processing applications. 


Machine-readable records containing customer financial in- 
formation are of course integral parts of automated banking systems. 
While in the past these records were maintained as discrete files 
supporting individual applications (e.g. savings), financial institu- 
tions are increasingly employing DBMS techniques to build 'Customer 
Information Files' (CIF), which integrate all information on customers 
(all accounts, loans, etc.). As the range of automated functions in- 
crease and as EFT concepts are further implemented, the amount of 
customer information stored in CIF's will also increase, For example, 
Canadian banks are presently contemplating the consolidation of credit 


ecard information with other customer Pious biomes 


Controlvover the integrity, «security and confidentiality of 
customer information is made more difficult by the consolidation of 
information in Customer Information Files. Systems which simplify 
authorized access to and modification of information are also more 


vulnerable to misuse and unauthorized access. 


Current concerns regarding the security and privacy of 
personal information held in computerized data banks are compounded 
in financial systems. While indiscriminate disclosure is as much a 


problem,, the need ‘forssecurity in financialisystems is’ increasing /be- 


ANS es 


cause of the potential for embezzlement. At a recent conference on 
data security, a speaker representing a data processing firm serving 
31 American banks, reported that the implementation of CIF had ex- 


posed the company to unanticipated security problems, °7 


The trend toward distributed processing and the decentraliza- 
tion of files into branches, will require stringent security measures 
to be implemented at these locations as well as in central process- 


ing centres. 


In considering the evolution of EFT to a stage where many 
data processing systems will interact through the transfer of data, 
it is important to realize the limitations of applications software. 
Programs are sets of instructions specified to the finest detail, and 
the processing of data is enabled via detailed data format specifica- 
tions. The encoding practices and formats now in use by the various 
intra-bank systems must be standardized to make large-scale interaction 
practical. In the absence of standardized formats, data has to be 
converted to the local standard of the receiving institution, then 
entered into the system for subsequent processing by application soft- 
ware. While a central clearing system could undertake conversion of 
the multiplicity of formats in use by participating organizations, 
software development costs would become prohibitive as the number of 
endpoints in the system grew. Whereas the cost of hardware continues 
to decline, the production of software involves very high and rising 
labour costs. Agreement on standard formats for transactions flow- 
ing between potential participating sectors will constitute an es- 


sential first step towards further EFT development. 
IV. DATA COMMUNICATIONS IN CANADA AND EFT 
1. EFT Data Communications Requirements and Packet Switching 
Data communications involves the transmission of data from 


one location to another; a data communications network consists of a 


set of nodes connected by a set of links. Nodes in a network may be 
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terminals, computers, or various types of communications control units 
and links are the communication channels which provide a path between 
the nodes. In a typical on-line banking communications network, bi- 
directional links must be established between various teller terminals 
in many branch locations and computers in central or regional data 


processing centres. 


The earliest computer communications traffic was carried over 
telephone networks on point-to-point dedicated lines with circuits 
connecting each terminal to its host computer. Telephone communication 
circuits are not efficient carriers of computer data because they 
transmit signals in analog form while computers operate in a digital 
mode. Digital signals must therefore be converted to analog form 
prieoretoentryvto,; theynetwork,.and, ‘converted, back to digital form at 
the destination. Telephone networks require the physical switching 
of circuits in non-point-to-point situations, and call set-up times 
are relatively long compared to the length of time actually needed 
to transmit a short message. Therefore, they are inappropriate for 


real-time inquiry/response transactions where response time is critical. 


In 1973 Trans-Canada Telephone System (TCTS) introduced the 
first national digital network in the world, called Data-route. Shortly 
thereafter Canadian National/Canadian Pacific Telecommunications (CN/ 
CP) introduced Infodat. These two national trunk systems represented 
a major advance in date communications capability in Canada. Digital 
networks provide a much higher degree of accuracy and efficiency for 


data transmission than do analog networks. 


Both Dataroute and Infodat provide dedicated point-to-point 
digital service. This means that the user is charged for rental of 
the circuits on a continuous basis. While dedicated lines ensure 
fast response, they are only cost-effective when the volume of data 
to be transmitted is very high. Multi-point and multi-drop networks 
allow multiple terminals to utilize the same dedicated lines. This 


reduces theynumber /oty dedicated, Lines, required, but there 1s 4 signifi- 
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cant burden placed upon the host computer since only one terminal may 
transmit at any given time, and control programs are required to 
monitor and organize data flow. Many financial institutions now 
utilize either Dataroute or Infodat for their on-line systems. The 
need for many dedicated point-to-point links to connect dispersed 
branches and ATM equipment, is an inhibiting cost factor in the imple- 


mentation of EFT applications. 


Another type of data communications system being utilized 
by Canadian financial institutions was introduced in Canada in the 
late 1960's by both CN/CP (Telenet) and TCTS (Message Switching Data 
Service), These are store and forward message switching systems which 
utilize computers at intermediate points in the network to route mes- 
sages received from the source to the destination. This allows shar- 
ing of the network, unlike the point-to-point dedicated circuits of 
Dataroute and Infodat. CN/CP dominates this market and the five 
largest chartered banks utilize Telenet for the transmission of 
batched data and administrative messages. While the reduced costs of 
these store and forward message switching systems can be realized by 
financial institutions for the transmission of data of this type, re- 


sponse time does not meet the requirements of on-line banking. ** 


Fully realized EFT systems are dependent upon the cost/effective 
interaction of terminals and computers operated by many institutions, 
including credit bureaus, trusts, retailers and banks via comprehen- 
sive data communications facilities. Interconnection of the many 
private networks which have been developed presents a host of technical 
difficulties since each network often employs incompatiable computer 


systems and network protocols. 


Protocols are defined as "a predetermined dialogue, scrupulous- 
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ly maintained by both ends of a communications data link," There are 
many levels of network protocols, also called line disciplines or pro- 


cedures. As discussed earlier, computer manufacturers are integrating 
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their computer and terminal equipment in standarized network architec- 
tures. To date the protocols used’ in these network architectures are 


not compatible, and interconnection between them is problematical. 


The development of common user networks through the use of 
common network protocols presents one general solution to the problem 
of interconnecting heterogenous computers and terminals. Recently de- 
veloped packet switching technology provides one means of implement- 


ing common user networks. 


Although further innovation and refinements leading to greater 
effectiveness in packet switching technology can be expected, several 
large-scale packet networks in use for particular applications, such 
as airline reservation systems, have shown impressive operational re- 
sults. ARPANET, the first packet switched network which was developed 
and implemented by the U.S, Defense Department, has demonstrated that 
such networks are well suited to the interconnection of diverse com- 
puters and terminals. ARPANET's reliability, response time and cost 
(cost per megabit is purported to be lower than any other method ex- 
cept magnetic tape transfer by mail) have been impressive enough to 
prompt the construction of public and private packet-switching net- 
works on varying scales in many countries including France, Spain, 
Japan and Great Britain. A major packet-switching project is being 
developed through the co-operative efforts of the various Postal 
Telephone and Telegraph authorities in nine European Common Market 


countries, 


Packet switching is a form of message switching which operates 
on, the principle, of (virtual circuits. «Aslogical, rather than avphysical 
connection is made between the source and the destination. This is 
made possible by the disassembly of messages into standardized character 
‘packets' which are moved through the network in that form rather than 
as discrete characters, Each packet contains an address, a sequence 
number and checking/control information. The choice of a path through 
the network for each packet is determined dynamically by the local in- 
terface processor according to network activity, and packets are re- 


assembled at the destination into the original message. Because this 
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technology enables the sharing of high speed digital channels, and 
response time is suitable for real-time inquiry/response applications 
it combines the best of earlier data communications technologies 


available in Canada, 


In summary, packet switching presents the following advan- 


tages to applications such as EFT: 2° 


1. Because a physical connection between source and 
destination is not affected in packet switched 
networks, and the network is shared, charges are 
based primarily on the volume of data transmitted 
rather than on connect time. This is of particular 
economic advantage to users whose messages are short, 
such as is the case in real-time inquiry/response 
financial transactons. 

2. Network switching nodes can be programmed to per- 
form many communications functions which otherwise 
must be performed by user equipment and add to 
user costs. 

3. Response time is fast enough to support real-time 
applications, and because dynamic, alternate routing 
is employed along an optimum path, transmission is 
efficient even if one route is interrupted or con- 
gested, 

4. Packet networks are flexible in their ability to 
accommodate new and innovative equipment and net- 
work structures and requirements. This flexibility 
is important to the success of systems such as EFT 
which are in a transitional, evolving state of de- 
velopment. 

5. An error rate substantially lower than other methods 
of data communications is claimed - “accuracy is 
estimated to be in the region of one undetected 


packet error in 5 x 10° packets transmitted." 
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6. The critical characteristics of public packet- 
switching networks for applications such as EFT 
is that communication between many user systems is 
made possible in an efficient mode. In private net- 
works, interaction between terminals and computers is 
restricted to the network and private networks are 
for the most part incompatible. Public packet- 
switching networks provide a solution to this problem, 

7. Given the existence of a public national packet 
network, data communications users have the ability 
to implement a nationwide network with a great deal 
less capital investment and time delay than would 


be required to construct a private network. 


2 eX 2 PLrovocoL 


An international protocol for packet switching networks was 
adopted first in 1976 in the form of a recommended standard known as 
X.25 by the Consultative Committee on International Telephony and 
Telegraphy (CCITT), the international telecommunication carrier 
standards organization. The TCTS played a leading role in the de- 
velopment of X.25 which is very close to its Standard Network Access 
Protocol (SNAP) developed for Datapac, and along with the French PPT 
and the U.S. packet network telenet, took a strong role in effecting 
X.25's adoption by the CCITT; Canada is represented in the CCITT by 
the Department of Communications and the CTCA. Considerable contro- 
versy among carriers and between equipment manufacturers is taking 
place over X.25. Carriers such as CN/CP and the operators of France's 
Cyclades Network, while in favour of an international standard, con- 
sider the adoption of X.25 precipitate, These carriers maintain that 
there are as yet many deficiencies and unresolved technical problems, 
particularly relating to the ease and cost of connection on the part 
of users, Controversy between carriers and equipment suppliers has 
centred on who should specify the 'packet level' protocol which de- 


termines the mode in which equipment interfaces with the network and, 
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therefore, affects equipment marketing, "The carriers insisted that 

a standard protocol was needed so that different terminal and computer 
systems could communicate...suppliers and users...(emphasized) the need 
for a flexible standard or standards that would permit the user to 
optimize the performance of his existing hardware and software... 

the carriers wanted to control the packet level protocol so they 

could perform the related control functions within their own networks 
and/or be the major suppliers of packet assembly and disassembly equip- 
ment...the equipment manufacturers meanwhile, wanted to protect their 


markets against this Gompetitan, "0 


While several mainframers are developing packet network pro- 
tocol, "none is fully compatible with X.25...Although X.25 interfaces 
have been promised, they are not likely to become available for at 
least a couple of years",7¢ In the meantime, equipment connected to 
packet networks must connect via network interface machines (NIM) 
which effect the required conversions to X.25 format at both the in- 
put phase and output phase, The full economic advantages of packet- 
switching will not be realized until manufacturers meet user's need 


for equipment which can directly interface with the networks. 


An alternative protocol to X.25, which is specifically aimed 
at increasing the efficiencies associated with X,25 for short messages 
such as point-of-sale and short financial transactions, is presently 
being undertaken by the American National Standards Institute (ANSI). 
ANSI expects to present its 'datagram' protocol to the CCITT by the 
spring of 1978 for incorporation into the X,25 standard. NCR, a 
principal supplier of EFT/POS systems, is purported to be strongly be- 
hind the datagram standard. 


3. Datapac and Infoswitch 
In 1974, the TCTS announced its intention to construct 


Banknet, a national data communications network for financial trans- 


actions. Response by the Canadian banking community to this announce- 
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ment was extremely unenthusiastic, and TCTS broadened and expanded its 
original conception of the network to the scope of Datapac, the multi- 
purpose public packet-switched network now being implemented. 7° While 
the TCTS now plans a much broader scope of user applications for Datapac, 
it considers that Datapac is "a major step in producing a universally 


compatible system for such transactions as electronic banking. "7? 


Datapac's tariffs were approved June 15, 1977 by the CRTC 
and its is expected that it will be fully operational by the early 
1980's. Initial customer trials began prior to tariff approval in 
January 1977. To date there are no users of Datapac within the financial 
community; the TCTS marketing divisions are presently working toward 


interesting the banks in Datapac Services. 


Datapac Servicing Exchanges have been established in 57 
Canadian communities; TCTS claims other locations can access the net- 
work via "off-network arrangement". As of August, 1977 Datapac was 
servicing "several hundred terminals" and approximately ten host CPU's 
were interconnected; these include IBM, DEC, Univac, Amdahl and 


; ot 
foneywell mainframes. 
Datapac now supports two basic services: 


Datapac 3000: connects intelligent devices (computers 
communications processors; programmable 
terminals) at synchronous speeds up to 
9600 b.p.s. 

Datapac S101; connects non-intelligent, asynchronous 
terminals to the network via Network 


Interface Machines (NIM's) 


Intelligent devices accessing the network using Datapac 
3000 must employ SNAP, TCTS's Standard Network Access Protocol, which 
as earlier described, sis compatible with X.25,."the CCITT *approved pro- 
tocol. Non-intelligent devices (the majority of on-line banking term- 
inals now in use are of this variety, although as discussed elsewhere 


im this»paper, intelligent banking terminals for ja variety of applica-— 
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tions are now very much in evidence on the market), interface with 
Datapac Network Interface Machines (NIM) which translate user data into 
the SNAP format, 


Telenet, the nation-wide packet-switched network available 
since 1975 in the U.S., provides its services at a flat rate of 60¢ per 
1,000 packets (kilopacket). The TCTS has made an agreement with Telenet 
Communications Corp. to provide U.S. users access to Datapac and Canadian 
users access to Telenet for various applications. An EDP In-Depth Report 
states that when TCTS began to handle Telenet services in Canada, 
Canadian customers who had formerly used Telenet directly and were 


charged the standard rate found that their costs tripled to $1.95 per 


kilopacket .°7 The Evans Consultants predicted in the report that packet 


switched services were not likely to be flat-rated across Canada given 


the difficulties of Canadian geography. This has in fact proved to be 


the case as the charge structure below indicates: °° 


ries "NETWORK RATE EXAMPLES 

The following is a nine city rate matrix for Datapac transport network (between or within Datapac 
Serving Exchanges) service. It is taken from tiie 53 city matrix as filed with the CRTC for regulatory 
consideration Costs are expressed as $/kilopac 

Priority service bears a 25% premium on the standard rate and packets are limited to a maximum of 
128 characters each. 


Vancouver 0.19 


Calgary OSS 0.19 
Regina 074 0.54 0.23 
Winnipeg 0.84 0.71 OO, 0823 
Tcionto 093 0.89 0.84 O)-i/ 7 0.15 
Montreal Ws hI 088 082 040 015 
Moncton 1.56 eZ 1.50 1.47 1.20 1.02 13 
Halifax 104 1,00. 0:97 0.94 070. 058 0.87 0.23 
' St John's 1.07 1.03 1.01 0.98 O85" 0.79 23" OSS 0.23 
Van Cal Reg Wpg Tor Mtl Mct Hix St John's 


*SYSTEMS COMPARISONS - DATAPAC VS NON-DATAPAC 


Non- 
System Application Location Terminals Volume Datapac Datapac Difference | 
1 Warehouse 8 cities Computer with 733 Kilopacs $2,250 $7,280 —69% 
Inventory across SNAP + 19 per month & 
Control Canada CRTs with closed user 
SNAP group 
2 File access 9 cities Computer with 291 Kilopacs $1,140 $2,775 —59% 
to central from ReginaSNAP + 13 per month 
computer to Quebec VUcom 3 CRTs 
8 Inventory 13 cities Computer with 1100 Kilopacs $3,575 $6,040 —41% 
Contraland across° SNAP + 24 per montn 
Order Canada Datacom 400 
Processing Teleprinters 
4 Credit Autho- Mtrl, Toro, Computer with 1250Kilopacs $6,500 $10,000: —35% 
rization, Data Vanc SNAP + 2 permonth + 
Entry, Inquiry intelligent closed user 
Transactions terminals with group 
SNAP 
5 Inquiry / 7citiesin Computerwith 175Kilopacs $2,500 $3,000 —17% 
Response in Ontario SNAP and 6 per month 
Financial financial 
Institution controllers 
with SNAP 


“These comparisons are based on studies of existing systems and compare the most economical 
non-Datapac situations with the most application-effective Datapac canfiguration Where apphcable, 
SNAP must be implemented in the user's equipment either by the uSer or the computer or terminal 
Manufacturer 
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While intra-city and short-haul customers are charged in 
many cases substantially less than the Telenet flat-rate of 60¢ per 
kilopacket, long-haul users, e.g., Vancouver to Toronto, are charged 
Significantly more (93¢). Priority services, 1.e°, guarantee or 
immediate transmission, costs an additional 25% more than the standard 
rate. Users who must utilize Network Interface Machines are charged 
an additional 25¢/kilopacket. The cost for priority service from 
Vancouver to Toronto for a non-intelligent device would be $1.45/kilo- 


packet,. 


The systems comparisons between Datapac and non-Datapac 
situations above show Datapac to afford significant savings, but for 
many data communications users in Canada, Datapac's tariffs will not 
be competitive with U.S. rates. This situation will compound the 
existing situation of "transnational data flow"; the Federal Department 
of Communications estimates that lost revenues of $150 million to $300 
million have resulted from the processing of Canadian data outside 
the country,°* In March 1978, TCTS filed rates with the CRTC for the 
interconnection of Datapac with two American packet networks, Tymnet 
Inc. and Telenet Communications Corp. Canadian computer/communications 
users will have access to over one hundred cities in the United States 


through the interconnection of Datapac with these two networks.°° 


As of November 1977, CN/CP had established 56 servicing 
areas for its Infoswitch network. Infoswitch combines three types of 


services: 


Info exchange: provides dedicated digital service ona 
“charter’ basis. It is.a circuit switch-— 
ing network which provides use of circuits 
for theglength of stame required, and is 
meant to be used for the transmission of 
batched data. 
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Infogram; provides packet-switching service for in- 
telligent terminals and computers which 
have implemented the network packet pro- 
tocol. 

infocalim provides packet-switching service via 
network interface equipment, for non- 
intelligent devices or for devices which 


have not implemented the packet protocol. 


CN/CP supports the concept of an international standard for 
network interfacing, but considers that X.25 in its present form is 
not sufficiently well defined to allow successful implementation. 
Approximately fifty aspects of K.25 are as yet being studied by the 
CCITT, and CN/CP plans to adopt X,25 in its finalized form following 
the study period 1977 to 1981. °° 


4. Data Communications; Regulation and Competition 


The following discussion describes the regulatory framework 
within which data communications services are supplied in Canada, 
the effect of interconnection regulation on competition between the 
two major carriers, and perceived impact of present regulation on 


computer/communications applications such as EFT, 


While there are hundreds of telecommunication carriers in 
Canada, the bulk of telecommunications services is provided by the 
major regional telephone systems which have a monopoly on telephone 
service. These carriers, along with the railway consortium CN/CP, 
Telesat Canada, and Teleglobe Canada, are associated within the Canadian 
Telecommunications Carriers Assoctation (CTCA) which consists of the 


following companies; 


(1) 
Newfoundland Telephone Co. Ltd, 
Maritime Telegraph & Telephone Co. 
New Erunswick Telephone Co, Ltd. 
Manitoba Telephone Systems 
Saskatchewan Telecommunications 
Alberta Government Telephones 
British Columbia Telephone Co, 
Bell Canada 
Island Telephone Co. 


Telesat Canada (See footnote 37) 
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(2) 
Canadian National Telecommunications 
Canadian Pacific Telecommunications 
Quebec Telephone 
Northern Telephone Ltd. 
Ontario Northland Telecommunications 
Edmonton Telephones 
Teleglobe Canada 
Canadian Independent Telephone Assoc. 
Telebec Ltée. 
Telephone du Nord du Quebec Inc, 
Trans-Canada Telephone System 


Okanagan Telephone Co. 


The ten companies in Column 1 are members of the Trans-Canada Telephone 


System (tots), 37 an association organized to co-ordinate national 


telephone service. 


Under the CRTC Act, 


Bell Canada, B.C. Telephone, 


CN/CP, and Telesat Canada, a Canadian corporation created in 1969 


to establish and maintain domestic satellite communication, 


ulated by the CRTC. 


communication links, 


rather than to a regulatory agency. 


ulated within provincial Jurisdictions) by.utility boards. 


are reg- 


Teleglobe Canada, which provides overseas tele- 


reports to the federal Minister of Communications, 


The remaining carriers are reg- 


The ex- 


ception iS Saskatchewan Telephone which reports to the provincial 


Minister of Communications. 
ownership, regulation, 


are listed below in Table 1: 


totaluplant.atucost,, 


Major carrier companies affiliation, 


total operating revenue 
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TABLE 1 


CHARACTERISTICS OF MAJOR CANADIAN TELECOMMUNICATIONS CARRIERS FOR 1975° 
(in thousands of dollars) 


Total Total 

Company Affiliations Ownership Regulation Plant at Cost Operating Revenue 
Bell Canada ChEASTEHS private federal $6,360,539 $1,665,870 
British Columbia Telephone Co. CTGA, TETS private federal WSS US 360,687 
Alberta Government Telephones CTCA, TCTS public provincial 1,101,687 239,788 
CN/CPT CTCA private/ federal 583,749 171,949 
public 
Manitoba Telephone System CTCA, TCTS public provincial 430,648 91,274 
Saskatchewan Telephones ETCARTEES public provincial * * 388 ,737 92,103 
Maritime Tel. & Tel. Co. Ltd. CICA TGS , Private provincial 372,591 90,621 
New Brunswick Tel. Co. Ltd. GnCA,TGHhs Private « provincial 296,665 76,451 
Teleglobe Canada CTCA public federal‘ "* 196,840 59,660 
Newfoundland Telephone Co. Ltd. CIiGASFCTS private provincial 169,423 43,093 
Telesat 


CTCA private/ federal’ ** 136,609 31,129 


*Ranked in order of size. 
**Saskatchewan Tel. reports to the provincial Minister of Communications, rather than a regulatory agency. 
*** Teleglobe and Telesat report to the federal Minister of Communications, rather than a regulatory agency. 
Source: Financial Statistics on Canada Telecommunication Common Carriers, 1975. 


The telecommunication common carriers in Canada are the 
major carriers of data communications. Data communications under- 
takings are regulated within the overall jurisdictional and regula- 
tory framework governing telecommunications outlined above. While 
regulation over the provision of data communication services is ex- 
ercised, it is accomplished in an indirect fashion, Regulations 
which apply to the telephone network systems by default apply to 
data communications. Rapid advances in data communications techno- 
logy have rendered present regulations obsolete. Carrier policies, 
enabled under regulations conceived to govern telephone system mono- 


polies, inhibit competition in data communications services. 


Only one (Ontario Telephone Service Commission) of the 10 
agencies responsible for the regulation of telecommunications is 
solely concerned with communications matters; often ''no specific refer- 
ence to telecommunications as such is made in the enabling statutes, 
beyond the inclusion of such service within the general definition 


1139 


of public utility. The Computer / Communications Task Force sug- 


gests there has been a response to unique conditions and problems 


32. 


associated with computer/communications but that: "The lack of a 


co-ordinated authority over the tariffs and conditions for interna- 


tional and interprovincial data traffic, and over the uses to which 


customers may put such links, is one of the more pressing jurisdic- 
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tional issues relating to computer/communications in Canada,."' 


Two important issues require policy reformulation directly 


in relation to computer/communications as distinct from other forms 


of telecommunications: 


1) 


2) 


Foreign Attachments: This issue concerns the extent 
to which customers are permitted to attach non-carrier 
provided devices directly to carrier networks. Tradi- 
tionally, common carriers have severely restricted or 
altogether prohibited foreign attachments for such 
reasons as the threat to system integrity, problems 
attending divided responsibility for system mainten- 
ance and operation, etc. The C/C Task Force deter- 
mined that, at the federal level, “foreign attach— 
ment policy is ill-defined and in most cases, in- 
effective... At the provincial level...no provincial 
agency in Canada has the power to require foreign 
attachments to be connected to the utilities under its 
jurisdiction", 71 The first phase of a program for 

the certification of computer equipment to be attached 
to carrier networks was initiated by the government 

in 1976, but the program applies only to federally 
regulated carriers 

Interconnection: The interconnection issue concerns 
determination as to interconnection between carriers' 
networks and between carrier networks and private 
networks. While many of the statutes provide for 


regulation as to the interconnection of various 
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utilities, neither federal nor provin¢ial regulatory 
bodies have the power to order interconnection be- 
tween carriers and private communication systems. *° 
The interconnection issue presently affects competi- 
tion between the two major data communications 


carrier and is discussed below. 


The Telecommunications Act (Bill C-43) which had first 
reading in March 1977, frames new federal policies and procedures 
relating to telecommunications with the intent of ensuring the 
continued development of efficient telecommunications in Canada. ** 
It would appear to broaden and consolidate regulatory powers over 
federally regulated carriers. Under the Act, the CRTC is empowered 
to direct "a telecommunication carrier to permit the interconnection 
of its facilities with other facilities or equipment on such terms 
as the Executive Committee may determine" (Section 55 (f)) and to 
direct "a telecommunication carrier to permit the attachment to its 
facilties of other facilities on such terms and conditions as the 
Executive Committee may determine" (Section 55(g)). Section 56 em- 
powers the CRTC to prohibit new carrier entry to the telecommunica- 
tion field and to restrict the undertaking of major extensions on 
the part of existing carriers. Public hearings are not required for 
decisions to be rendered on matters covered by the above sections; 
sections 55 and 56 are subject only to section 27 (2) where in the 
Commission may hold a public hearing if it considers it "in public 


interest'' to do so. 


Bill C-43 has met with strong opposition by Canadian 
telecommunications carriers as represented by the CTCA, As in- 
dicated by a CTCA statement, the carriers perceive the increase in 
government control over telecommunications as it is articulated in 
the proposed legislation as "symptomatic of a general trend by 
governments and regulators to move from their respective roles as 
policymakers and arbiters of the public interest into the actual 


management of telecommunications carriers",*° The CTCA year-end 
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report for 1977 stresses the importance of Bill C-43 to the in- 
dustry, and calls for rationalization of control in a manner such 
that both the public interest and the viability of the industry will 
be served. Among the CTCA's proposed amendments to the bill are "a 
clear right to appeal all regulatory decisions, and mandatory public 
hearings before decisions are rendered on any matter affecting the 


basic structure of the industry, '"7° 


The principal carriers of data communications are the TCTS 
and CN/CP, each of which provide long-haul data communications ser- 
vices on a nationwide competitive basis. In its Annual Report for 
1976-1977, the CRTC reported that the data communications market is 
presently split about evenly between the two carriers. *¢ However, 
TCTS's monopoly over local telephone loops provides them with a major 
competitive advantage in the development of computer communications 
networks; CN/CP must negotiate for the right of access to the public 
telephone switched network, and to date there has been "minimal" inter- 
connection between the two SrStene tae A recent market study by CN/CP 
revealed that its share of the Canadian computer/communications data 
market is less than 9%. CN/CP attributes this low share of the 
market to its inability to interconnect with public switched tele- 
phone facilities.;— En June: of “L976, Canadian Paciticw! pled an 
application to the CRTC for interconnection rights to Bell Canada's 
telegraph and telephone system, requiring Bell Canada "to afford all 
reasonable and proper facilities for receiving, forwarding and de- 
livery of telegraphic and telephonic messages...upon and from its 
telegraph and telephone system or lines', for the interchange of 
telecommunications traffic, and for the connection of their re- 
spective telephone Syetene Hearings on this application began 
March,1978, The CRTC's decision on this application will greatly 
influence the growth of universal public data networks in Canada, 
the options of data communications users to choose between more 
than one carrier in any particular location, and the ultimate re- 
liability of large-scale data communications applications. Choice 
between CN/CP and TCTS services is now weighted heavily on the side 


of TCTS. Remote dial-up users who inter-connect to data communica-— 
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tions systems via Bell lines are prevented from using CN/CP systems 
because the latter cannot, by present interconnection policy, be 
interconnected to Bell lines. This means that only users who have 
sufficient volume to warrant the high cost of dedicated lines, who 
are in a point-to-point situation, or who dial-up via CN/CP local 


loops have the option of employing CN/CP data communication services. 


Submissions to the CRTC from data communications users, in 
support of CN/CP's application and discussions among data communica- 
tions specialists, focus on the following key concerns regarding the 


resolution of the interconnection application: 


1. To ensure maximum reliability of transmissions many 
data communications users employ parallel CN/CP and 
Bell systems so that in the event of equipment failure 
on the part of one carrier, immediate back-up is 
available via the alternative carrier. Multiple 
Access Computer Group, a service bureau which serves 
a national network of users, states that the majority 
of its users cannot avail themselves of this facility 
since they are remote Bell dial-up eee The 
need to employ dedicated lines in order to be availed 
of adequate back-up facilities is a major factor 
inhibiting users from developing cost-effective computer/ 
communications networks in Canada. 

2. Flexible data communications facilities are critical 
to evolving applications such as EFT. There is con- 
cern that the present situation will limit user op- 
tions and thus reduce the benefits to be derived 
from new technologies such as the packet switch- 
ing networks now available from the two major 
carriers. While features and services unique to 
each of the packet networks may warrant use of 
both, the majority of users, i.e., those who em- 
ploy Bell dial-up facilities, will be restricted 
to using the TCTS network only. 
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3. The need for cost-effective data communications 
facilities invall parts of ther country.” including 
remote areas, is obviously a critical parameter 
affecting widespread computer/communications de- 
velopment such as large-scale EFT. As discussed, 
the necessity for dedicated lines for maximum re- 
liability unnecessarily increases costs. In add- 
ition, there is widespread feeling that only ina 
truly competitive environment will carrier tariffs 
be competitive with U.S. rates. 

The ability of /CN/CP to compete. on anvequitapie 
basis will promote not only competitive rates, but 
also technological innovation and a high level of 
system maintenance on the part of competing carriers. 
A competitive environment, such as now exists in the 
U.S.,.will promote the development of specialized 
carriers to service special applications. In the 
U.S., “value-added! carriers: are permitved "tovulilize 
common carrier lines to provide data communications 
services. American 'value-added' networks such as 
Telenet have built large networks in very short periods 
of time, and have introduced technological advances 


at impressive rates. 


The submission of the Bank of Nova Scotia in support of 
CN/CP wis representative of themconcerns Of financial institutions, 
the majority of whom are looking ahead to increasing utilization of 
data communications services over the next decade. The Bank's sub- 
mission addresses the issues discussed above in relation to its own 
data communications applications and also addresses the viability 
of an integrated electronic payment system within Canada. Nova Scotia 
presently operates two national computer/communications networks, one 
which supports centralized data processing services via nine regional 


data centres hooked into a centralized data processing centre in 
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Toronto, and one which supports its on-line banking terminal communi- 
cations. which presently consists of approximately 700 branches. For 
both of these applications, branches and customers are extremely 
reliant upon timely processing and a very high level of reliability. 
Nova Scotia is in the process of extending the scope of its on-line 
transactions to include demand deposit accounts and loans; it con- 
siders the viability of such a move to be highly contingent upon the 
availability of communications back-up facilities at a reasonable 
cost. In its interconnection to the international payments system 
network SWIFT (Society for Worldwide International Financial Trans- 
actions), the Bank is restricted from utilizing CN/CP back-up facilities 
because of TCTS restrictions on interconnection. The Bank is also 
particularly concerned that the future development of a Canadian 
integrated payment networks may suffer because of a lack of revl 
competition between carriers, Should present policies persist, fi- 
nancial institutions will have no real choice between the two public 


data switched networks” 
Ve SWIFT INTERNATIONAL PAYMENTS NETWORK 


The international payments network developed by the Society 
For Worldwide Interbank Financial Communication (SWIFT) provides a 
model for inter-bank co-operation in the development of electronic 
funds transfer systems, Agreement as to the standardization of 
payment messages (content and format), rigorous selection of network 
hardware, specialized software development, and the integration of 
security measures have resulted in a system which is customized to 


the electronic exchange of international payments transactions. 


SWIFT was chartered in 1973 through the association of 
some 240 European and North American banks, and as of November 1977, 
membership had expanded to include over 500 banks in 17 countries, 


Canadian membership included seven of the chartered banks as of 
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January 1977: Bank of Montreal, Bank of Nova Scotia, Banque 
Canadienne Nationale, Canadian Imperial Bank of Commerce, Provincial 
Bank of Canada, the Royal Bank and the Toronto-Dominion Bank. 


Canadian participation is co-ordinated through the Canadian Bankers 


Association. 


Operational use of the network had commenced by the summer 
of 1977 and by September 1977 the first phase of operational im- 
plementation in a total of 15 countries, including Canada and the 
U.S., was commenced; Japanese member banks are expected to begin 
accessing the network in 1979. SWIFT is now handling approximately 
40,000 messages a day, and anticipates an average of over 300,000 
per day at a fully operational level. SWIFT is intended strictly 
for international transactions; all messages must be destined to 


points outside the country of origins °° 


Prior to the implementation of SWIFT, despite various 
levels of financial network development in various countries, the 
majority of international transfers were effected by mail or telex. 
SWIFT's goals are to increase the speed of transfers, and to enable 
banks to send and receive payments in machine-readable form with 
the specific objective of facilitating the automation of inter- 


national payments departments. 


The first step towards meeting these objectives was agree- 
ment as to standard message formats to allow interbank exchange of 
messages, To date SWIFT has standardized message formats for customer 
transfers, bank transfers, foreign exchange including loan and de- 
posit transactions, and reconciliation messages such as statements 
and confirmations: "The system offers the first international 
standard at the transaction processing level in international banking 
...the larger international department...can automate significant 
proportions of both the transaction processing function and the 


downstream control and accounting entries resulting thereform,"°4 
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The SWIFT data communications network consists of two 
message switching installations, one in Amsterdam and one in Brussels, 
The switching centres are connected via high-speed telecommunica- 
tions lines to ‘national concentrators' in each of the participating 
countries. Each of the switching centres consists of two Burroughs 
B3700 computers, and each of these large computers used for message 
switching functions is equipped the two communications front-ends 
(B744) which link the computers to the network. Duplication of 
equipment in each of the switching centres is a standard measure 
known as 'redundancy' which ensures network reliability. Should one 
of a pair, or even both computers in one of the centres be out of 
operation, service can be maintained. Alternate, back-up tele- 
communication routes are also part of the network's reliability 
features. Canada's national concentrator, situated in Montreal, is 
normally connected to the switching centre in Brussels, but should 
that connection be faulty, or the Brussels centre be out of operation, 
Canadian traffic can be routed to the U.S. national concentrator in 
New York via an established back-up line, and from there to the 


switching centre in Amsterdam to which the U.S. centre is connected, 


The national concentrators are Burroughs minicomputers 
which accept, store, and forward messages to the switching centres. 
In such a store and forward system, dedicated telecommunications 
lines are used between the concentrator and the message sending 
equipment. The concentrator continuously monitors all lines, accepts 
messages as they are transmitted by the sender, stores them, and 
forwards them as soon as a transmission path is available. The dedi- 
cated lines connecting the banks' terminals to the national con- 
centrator are not SWIFT's responsibility; these must be leased from 
local carriers. In Canada, the majority of traffic at this stage 
will be from international departments in Montreal and Toronto to 
the concentrator in Montreal; it is the intention of the participat- 


ing banks to connect only their international departments. 
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Interface devices to connect bank terminals to the net- 
work must meet SWIFT specifications; to date three SWIFT Interface 
Devices (Sids) supplied by Burroughs, Singer and General Automation 
have been approved. Burroughs was also selected to develop much of 
the SWIFT software; a SWIFT representative worked as part of the 
dvelopment team at Burrough's Pennsylvania plant. It is claimed 
that in its determination to meet banking network requirements, 
SWIFT has set new precedents in its approach to network development: 
"SWIFT has achieved in the computer industry a new image, as an ex- 
ample of 'user power' in an environment accustomed to more lethargic 
styles", °° 

Security measures have been given high priority in the 
implementation of the SWIFT network because of the necessity to 
protect the integrity and privacy of financial information passing 
through the system. Access to the private network is strickly con- 
trolled by user and message identification measures, and SWIFT 
utilizes encryption methods throughout the network; i.e., between 
the concentrators and the central computers. Member banks must 
decide whether the encryption of information between their terminals 
and the national concentractors is cost justified. The control of 
transmission errors is also given high priority and effected by a 
standard series of checks. All information received by the central 
computers is stored on back-up devices (disk and magnetic tape) and 
kept for a set period of time so that reconciliation enquiries can 


be made through these log mies 


VI. CONSIDERATION OF A COMMON USER NETWORK 


In 1975, the federal government published a policy paper 
on computer/communications and the electronic payments systems, in 
which it declared its support for a ‘common user communications 
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"This network is defined as a shared service which 

would be openly accessible to all qualified users on 

a fee-for-use basis. This recommendation would not 

preclude the use by individual institutions of 

private communciations systems for purposes that 

are entirely internal to the institution, and are 

unrelated to payment transactions." 
While government objectives were directed toward the growth of an 
efficient electronic payments system and an "enhanced competitive 
environment" in the financial market, the fostering of "efficient 
and reliable nationwide systems of publicly-accessible data°com-: 
munications facilities" and the concomitant continuation of Canadian 
control over telecommunications facilities in this country was of 
equal concern. TCTS had, in the previous year, announced its in- 
tention to implement an innovative packet switching network which 
would support interaction between many users. CN/CP's announcement 
of Infoswitch followed shortly. Binhammer suggest that the policy 
paper "was precipitated in large part by the innovations that were 
already underway in the two major telecommunications groups". °” In 
its position paper, the government did not point to any particular 
communications technology or network, but is clear that it sought 
to promote emerging EFT applications, and at the same time, to estab- 


lish an initial user base for the forthcoming carrier offerings. 


By definition, the common network precludes use of private 
communications systems for any purpose related to payments trans- 
actions. This means that a financial organization utilizing the 
IBM 3600 Financial Communication System, for example, would be re- 
quired to adapt its system to the network, both for interface with 
other users on the network and for communications between its data 
processing centres and branches. At present this does not con- 
stitute an economical or efficient communications alternative for 
such users, It is expected that finalization of the X.25 protocol, 
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and the proliferation of packet-switching networks will result in 
the development of efficient computer system interfaces to packet 
networks by computer manufacturers. However, as one of the world 
leaders in implementing large-scale packet-switching networks, 
Canadian data communications will necessarily experience the dif- 
ficulties inherent in a rapidly evolving computer/communications 


technology, anda concomitant instability in the market-place. 


The interface problem concerning common user networks is 
likely to be short-term, The question as to whether the financial 
community will have a direct influence on performance criteria, re- 
liability and security features, is a matter for concern where a 
common payments network utilizes an existing common user network. 
The SWIFT network described earlier was designed and implemented to 
meet the specific requirements of financial applications, and all 
components are under direct control of the Society, including the 
major switching nodes. While an ‘Implementation Committee' con= 
sisting of financial institutions, computer manufacturers, common 
carriers and users was set up by the government to develop such 
standards and performance criteria for a Canadian payments network, 
it is uncertain to what extent the common carrier networks will be 


influenced by this body. 


Another implication of a common user network to be con- 
Sidered is that of competition. Presently, Canadian financial 
INSELEULITONS Utilize the services of both major carriers, and as 
earlier discussed, the effects have been beneficial to users, 
There are intact two metworks with, the capability of providing 
common user services. Indicators such as the government's support 
of Telesat Canada's merger with TCTS (see footnote 37), reinforce 
perceptions that Canadian government policy is inclined toward a 
monopolistic data communications environment. Were TCTS to provide 
the common payments network, CN/CP's ability to service the financial 


community would be strictly limited to non-payment transactions, 
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The common network as defined would also preclude specialized carriers 
from servicing the payments system. There is a growing number of 
American computer service organizations providing specialized car- 
rier services to the EFT market. Other''value-added' carriers, 
allowed to interconnect with American common carrier facilities, 

have developed innovative and large switching networks in short 

period of time. The competitive U.S. environment has also resulted 

in much lower rates for data communication services than here in 


Canada. 


In 1971, the Science Council of Canada recommended the 
establishment of a national public computer communications network - 
Trans-Canada Computer Communications Network (TCCN). The TCCN would 
take the form of multiple sub-networks, each tailored to its en- 
vironment but able to interface with the network and to communicate 
with other network users, The Council envisioned a digital, fed- 
erally regulated ‘National Spine' forming the basis of the TCCN: it 
considered that both packet switching (for short, real-time message 
traffic) and digital circuit switching (for bulk data transmission) 
should be available and that both TCTS and CN/CP would share in 
the provision of digital trunks. The Council considered a single 
monolithic network impractical. °° The success of services provided 
by specialized carriers in the U.S., who would, in the Council's 
schema, have a legitimate role in supporting and tailoring private 
networks, lends credence to the National Spine concept, 


In the transitional phases of EFT, private networks cannot 
readily be abandoned, In addition to the present impracticality of 
adapting all private communications links to interface standards, 
it should be recognized that as with other new technologies, test- 
ing and debugging of the packet networks must take place in an im- 
plementation phase before a high level of reliability and stability 
can be achieved. It is expected, therefore, that migration from 


private financial networks to public networks will take place slowly, 
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VII. CONCLUSIONS 


There has been continuing growth in the development of on- 
line banking systems in Canada over the last decade. During this 
period, the base for the evolution of large-scale electronic funds 
transfer systems has been established. Much of the technology 
associated with EFT is now in place in Canada. The key force which 
will accelerate further development will be reduced operating costs 
associated with the electronic processing of information. The cost 
of computer processing can be expected to decline. According to H. 
H. Brune of the Canadian Computer/Communications Secretariat: 
"Improvements in the price/performance ratio of computer hardware 
by a factor of ten should be expected...the cost of information and 
data storage, handling and transfer by physical media other than 
paper will continue to decline, perhaps causing massive replacements 
of paper-based information systems before 1985", °1 Further refine- 
ments in mini and micro computer hardware will contribute to the 
availability of low cost data processing power and will make avail- 
able more powerful, lower cost terminals for EFT applications such 


as POS systems and remote automated tellers, 


A smaller, but significant, improvement by a factor of 
two or better, is expected to be made in the price/performance ratio 


F A : ; 62 
in telecommunications services, 


The availability of economic data communications facilities 
which iwillb:enable the interconnection of a multiplicity of endpoints 
is the key integrating component of EFT and POS systems. Canadian 
data communications facilities are among the most advanced in the 
world and the new packet switching networks hold great promise for 
the: future development of real-time EFT in Canada. It is expected 
that over the next five years many of the standards associated with 
public packet switching will be resolved as the new technology takes 
hold in the international market-place, As the structure of the 
computer/communications market-place becomes clearer, equipment 
manufactures will produce effective X.25 (or a refinement) inter- 


facing systems and the real economies afforded by packet switching 
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technology will be realized, 


The problem of the rationalization of Canadian data 
communications policy and the derivation of regulatory mechanisms 
which will serve the public interest, and the requirements of 
national data communications applications such as EFT for a highly 
efficient, economical, and reliable data communications environ- 
ment, is crucial and immediate. At a recent conference on data 
communications held in Toronto in April, 1978, representatives 
from all sectors of the Canadian data communications industry in- 
cluding carriers and associations representing users (the Canadian 
Information Processing Society (CIPS); the Canadian Association of 
Data Processing Service Organizations (CADAPSO); the Canadian 
Business Equipment Manufacturers Association (CBEMA); Canadian 
Industrial Communications Assembly (CICA)), focused on the "un- 
certain world of regulation" affecting the Canadian computer/ 
communications industry. °°? The central issue to be addressed in 
consideration of Canadian data communications policy is that of 
competition. The virtual extension of the telephone monopoly to 
data communications must be reconsidered in the light of the 
nature of the industry and user requirements, the technology, and 
the public interest. The specific issue of interconnection now at 
hand is but one challenge to present policy. The imminence of large- 
scale data communications applications such as EFT makes the re- 


quirement for a viable data communications policy critical. 


It is expected that the next stage in the evolution of 
EFT in Canada will take place on an inter-bank level. The develop- 
ment of standards for message format and contents is a central 
requirement imposed by technology to enable institutional exchange 
of messages and message processing. The growth of EFT will depend 
upon the ability of financial institutions to reach consensus as to 
transaction formats, and to modify their present software to process 
the agreed standards, The creation of the Canadian Payments Association 


by new banking legislation in 1978 should greatly facilitate devel- 
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opments in this direction. The Association can undertake the de- 
finition of requirements of all aspects of an electronic payments 
network, and direct its efforts toward the customization of technology 


now in place to meet these needs. 


Co-operation between Canadian banks and retailers has pre- 
cedent in the credit card system, but co-operation in POS systems 
will require a much greater degree of co-ordination, becoming at- 
tractive to retailers only when cost/benefits are clear. EFT 
economies, when realized through inter-bank co-operation for elec- 


tronic transfer systems, can then be extended into a wider sphere. 


Experiences with the introduction of other technologies, 
and the American experience with the introduction of various EFT 
systems, suggest that consumer issues require careful attention in 


the planning process. 
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